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Abstract

There are many Decentralized Finance (DeFi) Peer-to-Peer (P2P) lending platforms that offer users
to obtain a loan by committing a collateral or by calculating a “credit score”, which is based on
factors such as the users’ credit history. However, the requirements of collateral and credit history
are quite burdensome for some users. Nowadays, with more than 55% of the global population using
social media, there is a lot of publicly available personal data [1]. This data could be used as an
alternative risk mitigator for lending. There are many inferences that can be drawn from the users’
social media accounts about their professional behavior and reliability, allowing us to derive the
users’ social trustworthiness. We propose to calculate a “social score” based on the social media
data of a user. Our contribution is to develop an Ethereum blockchain-enabled fully decentral-
ized lending platform that relies on this score. This platform could give users a chance for a loan
even if they do not have a collateral or a sufficient credit score. Furthermore, we discuss privacy
considerations for our platform and present an enhanced version that protects the borrower’s privacy.
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1 Introduction

The concept of Decentralized Finance (DeFi) pro-
motes an open financial system where financial
services can be provided and accessed without
dependence on intermediaries or central authori-
ties. Peer-to-Peer (P2P) lending is one of the main
financial services that can be enabled by DeFi
technologies. In this work, we look at how social
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network data can be used to support peer-to-peer
lending while taking privacy considerations into
account [1, 2].

Peer-to-peer lending allows a borrower to
receive a loan directly from a single or multiple
individual lenders. The first peer-to-peer lend-
ing platform Zopa [3] went online in 2005. The
peer-to-peer lending market has been continuously
growing since then and is predicted to keep grow-
ing in the future [4]. Some other well known P2P
lending platforms are CoinLoan [5], Inlock [6],
Prosper [7], and Lending Club [8]. Peer-to-peer
lending has several advantages in contrast to tra-
ditional lending. It dispenses with middlemen such
as financial institutions. The lending platform
itself sets the conditions and enables the trans-
actions. Not having middlemen saves time and
money, which often allows the platform to offer
better rates.

An additional development in recent years is
that peer-to-peer lending platforms are based on
blockchain and are using smart contracts. This
development brings more trust and transparency.
This type of lending is fully in line with the con-
cept of decentralized finance. However, since there
are no middlemen verifying a potential borrow-
ers’ financial situation, they need to prove to the
lenders that they are credit worthy. Loans can be
secured or unsecured. They are received by either
depositing a collateral or by calculating a credit
score to prove one’s creditworthiness.

1.1 Secured Lending

The term “secured lending” describes a way of
lending, where the loan is secured with a collat-
eral. A collateral is a valuable asset (for example,
a mortgage on the borrower’s house, investments
in cryptocurrencies, etc.) which the borrower has
to give as insurance for the loan. After receiving
the loan, the borrower has to pay back the money
within a certain time. If the borrower is unable
to pay, the debt is deducted from his collateral.
Secured lending carries an element of risk for the
borrower: If he cannot pay back the money, he
loses his asset. Moreover, the borrower needs to be
in possession of a suitable asset in order to qual-
ify for a loan. The lender on the other hand is
promised to get his money back. He is therefore
often willing to offer better interest rates, which

can be an advantage for the borrower in this kind
of lending.

1.2 Unsecured Lending

Unsecured loans or personal loans work without
a collateral. Collateral has two main problems:
Firstly, people may not trust in the lending plat-
form enough to deposit their asset. Secondly,
people do not always have the money or prop-
erty required for a collateral. They can have a
good income and be a reliable person but with-
out a collateral they might still not be qualified
for a secured loan. Instead of taking a collateral
as insurance, unsecured loans rely on a credit-
worthiness system, which is mostly based on a
“credit score”. A well-known credit score is the
FICO (Fair Isaac Corporation) score [9]. It deter-
mines the creditworthiness of a potential borrower
by using a fixed formula, which takes into account
aspects such as the borrower’s payment history,
available credit and age. A penalty has to be paid
if the monthly payment is not balanced on time.
When the borrower defaults paying back his loan,
he loses points of his credit score, but not a collat-
eral. Therefore, from the borrower’s point of view,
unsecured loans are less risky, but can be linked
to higher interest rates. A common example for
unsecured loans are student loans.

1.3 Peer-to-Peer Lending

In peer-to-peer lending, there exist secured loans
as well as unsecured loans. However, while in
traditional lending there is mostly some kind of
financial institution participating in the process,
peer-to-peer lending offers borrowers and lenders
to connect directly without such an intermediary.
This can translate into lower or no fees and there is
no longer a single point of failure. However, since
there is no borrower creditworthiness evaluation
carried out by a third party, the individual lender
himself is responsible for determining whether a
person can be trusted to pay back their debts.
Peer-to-peer lending platforms are online plat-
forms that offer to match people that want to lend
money as a form of investment with people who
want to borrow money. A “peer” can also be a
company or a group that is in need of a loan. An
example of a loan to an individual could be a pay-
day loan, whereas companies might need a loan for
commercial reasons or to expand their business.
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1.4 Our Approach

The goal of this work is to develop a new approach
to calculate the borrowers’ trustworthiness based
on their social capital, which does not depend on
a collateral or the credit history of the user. This
approach can stand on its own or it can be used
in addition to traditional concepts such as collat-
eral and credit score. The objective is to minimize
the risk that the borrower defaults on the loan.
It would give those users a chance for a loan who
do not have a high enough credit score or the
resources to deposit a sufficiently valuable collat-
eral. This approach is based on the “social capital”
theory. In this work, we develop a prototype
of a decentralized finance peer-to-peer lending
platform built on the Ethereum blockchain. The
creditworthiness of the users on this platform is
represented by a social score, which is calculated
by analyzing the users’ social media accounts.

There is a large amount of personal data that
is available on social network accounts of many
people. In the subsequent sections, we discuss how
this data can be used to compute the social score
of a user. The available data includes biographi-
cal information such as name, email address, date
of birth, etc., as well as social information such as
the number of followers or friends, shared posts,
etc. Moreover, in case a user has multiple social
network accounts, the information available on dif-
ferent accounts can be compared and co-related to
derive inferences about the user as well. In view of
“social capital” theory, this multitude of informa-
tion could portray the trustworthiness of a user,
which we could use as an indicator of the user’s
disposition to repay loans.

We note that using personal information leads
to privacy concerns. Therefore, in this work, one
of our main objectives is to develop a privacy-
preserving loans platform. This privacy-preserving
platform aims to prevent disclosure of personal
information such as the user’s name, email
address, date of birth, precise number of friends,
etc. In order to achieve privacy, we develop mech-
anisms using cryptographic building blocks such
as homomorphic cryptosystems, zero-knowledge
proofs, and cryptographic hash functions.

1.5 Contributions

This work makes the following contributions:

• A new approach to calculate the users’ trustwor-
thiness on peer-to-peer lending platforms using
the information that can be retrieved from the
users’ social network accounts instead of rely-
ing on collateral and credit scores that can be
problematic for the users.

• A brief analysis of the various types of lending
and a look at their advantages and disadvan-
tages.

• A description of some of the popular existing
online peer-to-peer lending platforms and dis-
cussions on how they operate with or without
collateral.

• The proposal of an enhanced version of the lend-
ing platform that takes privacy considerations
into account by using cryptographic building
blocks such as zero-knowledge proofs and cryp-
tographic hash functions.

• The development of a prototype of an Ethereum
decentralized application that implements the
proposed social score formula in a smart con-
tract.

• Quantification of the amount of Ethereum gas
that is consumed by the deployment of the
smart contract.

• Experiments on a real social network dataset
that demonstrate how we can use analysis
of social network data to determine optimal
thresholds for a platform in production.

1.6 Outline

In Section 2, an introduction to three successful
peer-to-peer lending platforms and their methods
to ensure the borrowers’ creditworthiness is given.
In Section 3, we present the fundamentals of the
social capital theory. In Section 4, the idea devel-
oped in this paper based on the calculation of
a social score is presented. The implementation
details of a prototype are discussed in Section 5.
In Section 6, we discuss privacy considerations
for our lending platform and propose a solution
for preserving the privacy of borrowers. Section
7 comprises of the evaluation details. This is
followed by the conclusion.

2 Related Work

In this section, we describe three existing online
peer-to-peer lending platforms. CoinLoan [5] and
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Inlock [6] both offer secured loans whereas Pros-
per [7] offers personal loans. The fundamental
principle is that one peer lends a loan and another
peer borrows a loan. All three platforms include
interest fees, which the borrower has to pay to the
lender and an origination fee, which the borrower
pays to the platform for using the service.

2.1 CoinLoan

CoinLoan [5] is a peer-to-peer platform founded
in 2017. The advantage of borrowing money with
CoinLoan is to get a loan right away without hav-
ing to provide anything except for a collateral in
cryptocurrency. The collateral amount, the inter-
est rate and the origination fee are calculated from
the user’s inputs. The borrowing money function
on CoinLoan is only useful for people owning cryp-
tomoney. Moreover, once a user receives a loan,
his collateral is blocked until he has paid off his
debts. During this time, the user is not able to sell
the deposited cryptocurrency, which they might
want to do in case the cryptocurrency is facing
heavy depreciation. If the user does not pay back
on time, the owed amount will be taken from his
deposit of cryptomoney.

2.2 Inlock

Inlock [6] is another peer-to-peer lending plat-
form that was founded in 2017. Again, there are
no options to prove one’s trustworthiness other
than to give a collateral. The collateral has to
be paid in the form of cryptomoney. Inlock cur-
rently supports only four cryptocurrencies: Bit-
coin, Ether, Litecoin and Binance Coin. There
is a 110% over-collateralization rate along with
a universal collateral termination level. Once the
collateral decreases below that level, the debts
will automatically be paid off by Inlock using the
deposited collateral. Thus, the user has to be care-
ful and keep an eye on falling market values of the
cryptocurrency.

2.3 Prosper

Prosper [7] is a peer-to-peer lending platform that
was founded in 2005. Unlike Inlock and CoinLoan,
it does not offer secured, but only personal and
hence unsecured loans. Although the user has to
give personal data, applying for a loan is a sim-
ple and quick process. Since there is no collateral,

users do not need to deposit anything and there-
fore they do not risk to lose their collateral. On the
other hand, penalty fees can rise quickly. For not
paying back on time, the borrower has to pay USD
15 or 5% of the outstanding debts. They also lose
credit score points. The origination fee is signifi-
cantly higher than it is on other lending platforms
such as CoinLoan. Prosper is also restricted in
the kinds of loan they offer. As an example, they
exclude student loans and other educational loans.

3 Social Capital

We now introduce a concept on which our pro-
posed score is based. According to Rene Dubos in
his book “Social Capital: Theory and Research”
the “premise behind the notion of social capital
is rather simple and straightforward: investment
in social relations with expected returns” [10]. He
gives four reasons for why “embedded resources
in social networks will enhance the outcome of
actions” [10]. Firstly, connections can help to get
information and information can translate into
opportunities. A good example where social con-
nections are often useful is job hunting. Secondly,
Dubos claims that having social connections may
also have a positive impact on decisions involving
the individual, such as discussions about promo-
tions. The decision making process can be strongly
influenced by a person putting in a good word
for the individual. Thirdly, he claims that compa-
nies might value a person’s social capital on top
of his personal capital. “The individual can pro-
vide “added” resources beyond his / her personal
capital, some of which may be useful to the orga-
nization” [10]. The fourth reason Dubos states is
that being well connected provides both “emo-
tional support” [10] and “public acknowledgment
of one’s claim to certain resources” [10].

Robert Putnam claimed that “economic per-
formance as a whole is better in well-connected
societies than in poorly connected ones” [11].
This claim triggered many studies on the topic.
A Swedish study on unemployed Swedes resulted
in the conclusion that “network size had a con-
siderable positive impact on the likelihood of
finding work, far outweighing the official employ-
ment agency” [11]. Another study, performed in
Germany, revealed “that engagement in a range
of social activities is positively linked with job-
finding among the unemployed” [11].
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In this paper, we aim to use social media
network information of a person to determine
their social capital and to draw conclusions about
possible connections in other areas like financial
behavior. “The central idea of social capital is that
social networks are a valuable asset” [11]. Being
well-connected on social media brings advantages
similar to real world connections. It helps the user
to stay informed and to find possible opportu-
nities. Further, a social media entry, such as a
picture about the individual participating in a cer-
tain event, could help the individual to receive
recognition. It could be a conversation opener and
enable them to establish new contacts. The con-
tacts might be useful and might put in a good
word for the individual at some point.

Another widely investigated and supported
claim of Putnam is that “higher levels of social
capital . . . translate into lower levels of crime” [11].
Further studies have demonstrated that there is
higher criminality in neighborhoods where peo-
ple live rather anonymously and do not maintain
contact with their neighbors [11]. Social connec-
tions have a large impact on people’s well-being,
but there seem to be more benefits. “There
appear to be clear and often strong positive links
between social capital and educational attain-
ment, economic success, health and freedom from
crime.” [11].

4 Our Decentralized Lending
Platform

In this section, we propose a new approach for
decentralized lending: unsecured loans based on
the users’ social score, instead of their credit score.

4.1 Creditworthiness Depending on
a Social Score

The social score presented in this paper is calcu-
lated based on one or several social media accounts
of the user. Our algorithm analyzes the user’s
accounts to determine his personal social score.
The algorithm is based on six hypotheses that
estimate the trustworthiness of a user.

Hypothesis 1: Users who add their social
media account have less to hide

Our social media account says a lot about us: who
are our friends, what are our likes and dislikes,

what are our ambitions, etc. The social media
account may also provide some personal data,
such as our age, current location, and our profes-
sion. Most people are aware of the fact that their
social media account can reveal a lot of informa-
tion. Therefore, if they have something to hide,
for example a bad habit like gambling, they will
hesitate to connect their social media to a peer-
to-peer lending platform, that calculates a score
derived from their social media information. As
we saw in the neighborhood example [11] given
in the subsection about social capital: Criminal-
ity is lower when anonymity is absent and people
are part of a community. Based on this theory,
the risk to default may be lower for users who
add their social media accounts and therefore lose
their anonymity. As a result, one may assume
that users who disclose their social media account
have less to hide and may therefore be considered
trustworthy.

Hypothesis 2: The more the user is willing
to disclose about himself, the more
trustworthy he is

There are a lot of social media platforms these
days. Currently, three important platforms are
Facebook, Instagram and LinkedIn. All three plat-
forms together cover a wide range of information
about a user, which include both private and pro-
fessional information. The more accounts from
different platforms a user is willing to disclose, the
more information about himself he is ready to pro-
vide. By giving this information about himself, the
user proves once again his willingness to give up
his anonymity. As already mentioned in hypoth-
esis 1, we assume that users who give up their
anonymity have less to hide and may therefore be
considered trustworthy.

Hypothesis 3: Trustworthy users have
authentic social media profiles

To avoid that users simply disclose some accounts
they just created or some fake account for the
pure purpose of improving their social score,
the authenticity needs to be checked. There are
many indicators when it comes to identifying fake
accounts. These include posting original pictures,
having a significant number of mutual friends and
followers, and having a non-recent date of creation
of the account. For example, on Instagram, fake
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accounts do not have a lot of mutual friends and
typically follow more people than they are followed
by. According to [12], fake profiles have around
30 times as many friends as followers.

Hypothesis 4: The bigger the social
network and activity, the more credit
worthy is the person

The Swedish study concluded that “network size
had a considerable positive impact on the likeli-
hood of finding work” [11]. Therefore, users with
more social contacts and thus more followers and
friends on social media, are less likely to get stuck
in unemployment. Also, the well-being of people
strongly depends on their social network and on
how connected they are. The more social activ-
ity a user has, the higher is his social capital.
“There appear to be clear and often strong pos-
itive links between social capital and educational
attainment, economic success, health and freedom
from crime.” [11]. Therefore, more friends and con-
nections as well as posts lead to a higher social
score.

Hypothesis 5: People who make truthful
statements are trustworthy

“Interpersonal trust is fundamental for the effec-
tive functioning of social interactions as well as
of society as a whole. It has been found to be
related to many societal outcomes such as lower
corruption perception” [13]. Trust is fundamental
in peer-to-peer lending as well. A lender needs to
trust in the borrower’s good will to pay back the
loan. To be trusted to get a loan, a user’s hon-
esty is tested. Therefore, before connecting with
the social media accounts, the user will be asked
to give three personal information: the full name,
date of birth, and email address. When connecting
the social media accounts, this information will be
compared. If the information are corroborated by
multiple social media accounts, this is taken as an
indication of the user’s honesty and openness.

Hypothesis 6: Consistency is a sign for
stability

If a user agrees to connect multiple social media
accounts, the data of these accounts can be
checked for consistency. Being friends with the

same people and showing a similar profile on dif-
ferent social media platforms indicates that these
accounts represent one and the same person.

4.2 Social Scoring in Peer-to-Peer
Lending

The mentioned hypotheses need to be converted
into variables and formulas that we can calculate
our social score with. Each of those variables will
have an impact on the final social score. The final
social score will be received by calculating the
average of the individual social media platforms
accounts plus a bonus for disclosing more social
media accounts.

DISCx = OPENx ∗AUTHx (1)

The first variable is DISCx, which stands for dis-
closure of the user’s account from the platform
x. Here, x could be for Facebook, Instagram, or
LinkedIn. The variable can vary between zero and
one, depending on the user’s openness to disclose
his social media account x and that account’s
authenticity. The OPENx variable can only take
the value one or zero. If the account x is disclosed
by the user, OPENx equals 1, whereas if the user
doesn’t disclose his account x, the OPENx vari-
able is zero and therefore DISCx equals 0. The
AUTHx variable describes the authenticity of the
disclosed account x. It varies between 0 and 1. It
is zero, if an account contains no information at
all or if it is classified as fake. It is one when an
account is authentic. The variation between 0 and
1 is incremental according to a value pre-defined
by the platform operator. For example, one could
assign 0.2 for the first 100 followers / friends, 0.4
for the first 1000, and so on. The maximum value
of DISCx is therefore one if the user discloses
his account x (OPENx = 1) and the account is
classified as authentic (AUTHx = 1).

The precise function for computing AUTHx is
to be defined by the platform operator. The value
of AUTHx is computed based on the number of
friends of a user. In Equation 2, we give an exam-
ple of the function that could be used, where f =
the number of friends of the user.
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AUTHx =


0 if f < 100

0.2 if f ≥ 100 and f < 1000

0.4 if f ≥ 1000 and f < 10000

0.6 if f ≥ 10000 and f < 100000

0.8 if f ≥ 100000 and f < 1000000

1 if f ≥ 1000000

(2)

We present a function below to calculate the
Social Score of a person, which is abbreviated by
SCx.

SCx = DISCx ∗HONx (3)

HONx is short for honesty. The entered user
data on our peer-to-peer lending platform consists
of the name, the email address and the date of
birth. This data is compared to the data available
on the social media platform x. If none of the
information match, HONx equals zero. If only
the email address matches, the honesty-value is
20. The same applies if only the name matches.
A matching birth date adds 10 to HONx. The
maximum value for HONx is 50 when all three
information match.

bonus = n ∗ 2 ∗ CONS (4)

A bonus is given on the final social score depend-
ing on the number of disclosed accounts n. The
maximal number of disclosed accounts is 5. The
variable CONS stands for consistency. It varies
between 0 and 5 and conveys the concordance
between the different disclosed accounts. When
the same username is used among the social media
accounts of the different portals, CONS increases
by 2. We increase the bonus by 2 again if the email
address matches. For the same birthday informa-
tion, the bonus is increased by 1 for consistency.
The maximal number of points reached by the
bonus is therefore 50.

SC =
(SC1 + SC2 + ... + SCn)

n
+ bonus (5)

The final equation is composed of the sum of the
single social score’s average and the bonus. The
complete formula would look like this:

SC =
(O1 ∗A1 ∗H1 + ... + On ∗An ∗Hn)

n
+n∗2∗C

(6)
In this equation, O is short for open [OPEN], A
stands for authenticity [AUTH], H for honesty

[HON] and C for consistency [CONS]. If the user
does not disclose any accounts, every OPEN vari-
able and n is zero. No social media based observa-
tion can be made as no data can be accessed. Since
all the partial terms SC1, SC2, ..., SCn contain a
multiplication by zero, they all end up having the
value 0. For n = 0, the bonus equals zero, and
as a consequence, the final social score (SC) will
add up to zero as well. Table 1 summarizes the
correspondence of the variables in the social score
formula to the hypotheses listed in Section 4.1.

Hypothesis Variable Description
1 OPENx Whether a social media

account on the platform x
is disclosed or not.

2 n The number of accounts
disclosed.

3 AUTHx The authenticity of the
disclosed account on plat-
form x.

4 AUTHx The value of the authen-
ticity variable reflects the
size of the user’s network
on platform x.

5 HONx The honesty of the user,
determined by comparing
the information declared
by the user and the infor-
mation retrieved from the
user’s account on platform
x.

6 CONS The consistency of infor-
mation between the differ-
ent disclosed accounts.

Table 1 Correspondence of the variables in the social
score formula to the hypotheses listed in Section 4.1.

The highest social score that can be achieved
this way is 100 and the lowest is 0. Note that a
low social score in this system does not mean that
the user is guaranteed to have bad intentions or
cannot be trusted. It could also mean that the
user is not very active on social media. In any
case, it means that the user did not reveal much
about himself and that his social media accounts
do not give us sufficient reason to trust him. In
this situation, the user may obtain loans through
traditional lending mechanisms such as using a
collateral or his credit score.

5 Implementation

The information that is entered by the user
and the calculated social score are saved on the
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blockchain. This information includes the user’s
name, email address, date of birth, loan amount,
and the social score. The clear disadvantage of
saving this information on a public blockchain is
lack of the user’s privacy. As we discussed in our
conference paper [14] that described only the non-
privacy-preserving version of our lending plaform,
future work should address this problem of user
privacy. In Section 6 of this paper, we do indeed
present an enhanced version of our platform that
takes privacy considerations into account. For the
current prototype, we consider that the data will
be publicly accessible. In a future iteration of
the prototype, we may store only the less sensi-
tive information on the blockchain, for example,
only the loan amount and the social score. The
changes required in the code would be minimal
since setInfos is the only function that would
need to be adapted.

5.1 Tools and Technologies

We decided to develop this implementation on
an Ethereum test network. As stated in [15],
the Ethereum test network (“testnet”) simulates
Ethereum, which gives the developers a chance to
deploy and test Ethereum projects without get-
ting any real assets involved. The testnet allows
developers to easily obtain tokens and Ether for
test purposes, which carry no financial value. This
makes it possible to test a project with simulated
tokens and Ether instead of using expensive valu-
able assets. A guide to using an Ethereum test
network is provided by Hayes [15].

We connect to the Ethereum test network
using Ganache (www.trufflesuite.com/ganache).
Ganache is a tool that is used for setting up a
local Ethereum blockchain. The smart contracts
for this project are written in the programming
language Solidity on the Ethereum IDE Remix
(remix.ethereum.org). Solidity is a statically-
typed programming language that allows devel-
oping smart contracts for Ethereum. Remix IDE
is an open source web-based platform, which has
a plugin architecture that promotes extensibility.
Remix IDE provides several tools for all the steps
required for smart contract development with the
Solidity language.

To connect our smart contract with the
Ganache blockchain, we use MetaMask (meta-
mask.io). MetaMask is an Ethereum wallet. The

Backend

Personal Ethereum Blockchain setup by Ganache

Smart 
Contract

Smart 
Contract

Smart 
Contract

Smart contracts deployed on the blockchain, 
written in Solidity (on the Remix IDE)

Frontend

Web-based user 
interface developed 

in HTML and 
JavaScript

MetaMask wallet, 
web browser 

extension

Web3.js

Fig. 1 Architecture of the prototype implementation.

wallet tries to simplify user experience for access-
ing decentralized applications (dApps) deployed
on Ethereum. MetaMask can be installed as a
browser extension. This allows it to provide a
user-friendly interface for sending and receiving
Ether.

For the frontend of the implementation, we
use HTML and JavaScript. The frontend con-
nects to the backend and therefore we test
our blockchain by using the library Web3.js
(web3js.readthedocs.io). Web3.js enables interac-
tion with a local or remote Ethereum node using
HTTP as well as some other protocols.

The architecture of the prototype implementa-
tion is shown in Figure 1.

5.2 Smart Contract Implementation
and Ethereum Gas Usage

According to [16], a smart contract is a program
that is stored on a blockchain and runs when cer-
tain predetermined conditions are met. A smart
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contract is used to automate and enforce the
execution of an agreement that has been made
beforehand between the participants of the smart
contract. The smart contract guarantees that the
outcome of the execution will satisfy the agreed
upon conditions. Moreover, the execution of the
smart contract does not require the involvement
of any intermediaries or trusted third parties.

On the Ehtereum platform, “gas” is a measure
of the computational resources that are needed for
the execution of a function of a smart contract.
Executing a function requires payment of the gas
fees determined for that function according to the
computational resources that it would use.

Once the smart contract is deployed, one can
use the functions within this smart contract while
interacting with the blockchain. By calling a func-
tion in the smart contract that writes on the
blockchain, for example the “setInfos” function, a
block is mined and therefore gas must be payed.
However, when one of the view-functions is called,
no gas needs to be payed and no new block is
mined on the blockchain. The “setInfos” functions
is called only once when a person registers for the
first time.

One main advantage of a smart contract is that
the calculations performed are transparent and
everybody can have trust in the calculated score.
The smart contract calculates the score and then
stores it in the blockchain by itself, without the
intervention of any outside code. This way, every-
body can trust in the process, including the user
himself, and nobody can manipulate it. Figure 2
shows the listing of the functions in the smart
contract implemented in Solidity.

Five of the functions in the smart contract
write to the blockchain and therefore cost gas. The
other functions are read- or view-only functions.
The smart contract is deployed and written on
the blockchain, which costs ether. The gas cost is
2141686. However, the smart contract only has to
be deployed once. The functions within the smart
contract, which cost ether because they write on
the blockchain, are also called only once. This is
done during the registration process. Not all of
the functions are necessarily called. If the user
does not connect his Facebook account, the func-
tion “calculateFBScore” is not called. The same
is true for connecting the Instagram account and
the LinkedIn account. If only one account is con-
nected, there is no bonus added on top of the

social score and as a consequence, the “calculate-
Bonus” function is not called. The only gas costing
function that is always called, is the “setInfos”
function.

We also employ a helper function to compare
strings. Further, we have one calculation function
for each social media network and one function to
calculate the bonus. None of the functions has a
return value. They all work directly on the globally
saved “socialScore” variable.

6 Privacy Considerations

As we have seen in Section 4.2, the initial version
of our lending platform does not take the privacy
of the borrower into account. A significant amount
of personal information needs to be disclosed by
the borrower in order for the lender to compute
his social score. In this section, we discuss pri-
vacy considerations for our lending platform. We
begin by looking at the private details that are
divulged on the initial version of the platform. We
then state our objectives for an enhanced privacy-
preserving version of the platform. After that, we
describe some cryptographic building blocks that
we use. We then introduce our proposed mea-
sures based on the cryptographic building blocks
to ensure the privacy of the borrower on the plat-
form. We end this section with an overview of
the security of our proposed privacy-preserving
measures.

6.1 Analysis of the Disclosure of
Private Information

We analyze what private information is revealed
about the borrower for the computation of the
various variables by the lender.

• DISCx is computed as a function of OPENx

and AUTHx. Let’s first look at the information
revealed for OPENx. In order for the lender to
equate OPENx = 1, the borrower gives access
to his account on the social network x. This
reveals the identity of the account as well as the
content of the account to the lender.

• The AUTHx variable is computed as a func-
tion of the number of friends or followers of
the borrower on the social network account x.
Therefore, the borrower is expected to divulge
the precise number of his friends or followers to
the lender.
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Fig. 2 Overview of the smart contract functions used in our implementation of the proposed system.

• SCx is computed as a function of DISCx and
HONx. In order for the lender to compute
HONx, the borrower must provide personal
information such as his name, email address,
and date of birth on the lending platform.
The lender then also accesses the corresponding
information on the user’s social network account
x for the purpose of matching the two sets of
information.

• The variable bonus is computed as a function
of the variables n and CONS, where n is the
number of social network accounts disclosed. In
order to compute CONS, the lender accesses
the content of n social network accounts of
the borrower for checking the consistency of
information among those accounts.

• SC is a function of the variables SC1 . . . SCn, n,
and bonus, which have all been discussed above.

6.2 Privacy Objectives

We state the objectives of our proposal for the
preservation of the privacy of the borrower.

• Non-disclosure of social network
accounts. The lending platform should not

require the borrower to disclose his accounts.
This includes his social network accounts as well
as his email accounts. Yet, the borrower should
be able to communicate and transact with the
lender. Moreover, the lender should be able to
compute the social capital score based on the
information contained in the social network
accounts of the borrower. This information is
required by the lender to compute DISCx and
OPENx. However, he will need to make the
computations without learning the information.
The borrower should reveal neither the identity
of his social network accounts nor their con-
tent. Non-disclosure of social network accounts
also implies non-disclosure of the biographical
identity of the borrower. Otherwise, a simple
search on the borrower’s name could lead to
the discovery of his social network accounts.

• Non-disclosure of the number of friends.
The borrower will not be required to divulge the
precise number of his friends or followers, which
is required for the computation of AUTHx.

• Non-disclosure of personal information.
The borrower will not disclose personal informa-
tion on the public blockchain or to the lender.
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This information, which is required for the
computation of HONx and subsequently SCx,
includes the borrower’s name, email address,
date of birth, and potentially other personal
information. Moreover, as mentioned before, the
lender will not have access to the content of the
borrower’s social network accounts. The lender
will also have to compute the variables bonus,
CONS, and SC, without access to the personal
information.

• Disclosure of a subset of friends. We will
tolerate the disclosure of a subset of the friends
of the borrower for a given social network
account x. We will assume that the subset
is indistinguishable enough to not allow the
discovery of the identity of the borrower.

6.3 Building Blocks

We describe the building blocks that we use for
the preservation of the privacy of the borrower.

• Homomorphic Cryptosystem. As stated in
[17], let Es(.) denote the encryption function
with the public key PKs of agent s in an asym-
metric cryptosystem C. The cryptosystem C is
said to be additive homomorphic if we can com-
pute Es(x + y), given only Es(x), Es(y), and
PKs. For detailed information about homomor-
phic cryptosystems and their applications, we
refer the reader to the thesis [18] of Doerte K.
Rappe on this topic.

• Zero-Knowledge Proof of Set Member-
ship. As stated in [17], let F = {m1, . . . ,mp}
be a public set of p messages, and E(mi) be
an encryption of mi with a prover’s public
key, where mi is secret. A zero-knowledge proof
(ZKP) of set membership allows the prover
to convince a verifier that E(mi) encrypts a
message in F .

• Zero-Knowledge Proof of Plaintext
Equality. As stated in [17], let Eu(m) and
Ev(m) be the encryptions of a message m with
the public key of agents u and v respectively.
A zero-knowledge proof of plaintext equality
allows a prover to convince a verifier that
Eu(m) and Ev(m) encrypt the same message.

• Cryptographic Hash Function. As
described in [19] and [20], a cryptographic hash
function takes an input of variable size and pro-
duces an output of fixed length. For example,
for a 256-bit hash function, the output would

always be 256 bits in size, if the input is 1 bit,
100 bits, or even 1 gigabits. A cryptographic
hash function is efficient to compute. However,
for H(x) = h, it is computationally infeasible
to find x, where H(x) is the function that takes
x as input and h is the resulting hash of x.
A hash function may be termed as a hiding
function or a one-way function due to this
property. Additionally, a hash function H is
considered to be collision-resistant if it is infea-
sible to find a pair (x, y), such that x ̸= y, yet
H(x) = H(y). This property allows H(x) = h
to be used as a message digest for x. Examples
of cryptographic hash functions include SHA-2,
SHA-3, and RIPEMD-160.

6.4 Our Proposed
Privacy-Preserving Measures

In this section, we discuss our proposed measures
that help preserve the privacy of the borrower on
our lending platform.

Table 2 summarizes the correspondence
between the privacy objectives stated in Section
6.2 and the the privacy-preserving measures that
are taken to achieve them.

• Borrower’s pseudonymous identity. A
pseudonym is a fictitious identity of a user that
hides his or her true identity. The borrower cre-
ates a new unique pseudonymous identity or
address on the platform specifically for each new
loan request. This identity is considered to have
no link to his previous transactions as well as his
social network accounts. Creating this identity
may be as simple as generating a new public-
private key pair. The borrower communicates
with the lender using this new identity. Let’s
denote this pseudonymous identity of the user
as b.
Let’s outline how generating a public-private
key pair may be used to create a new unique
pseudonymous identity for the borrower. This
method is described in further detail in the
book on Bitcoin and Cryptocurrency Technolo-
gies by Narayanan et al. [21]. The method uses
a digital signature scheme that has a gener-
ateKeys operation. This operation generates a
public key pk and a corresponding secret key
sk. The public key pk is then considered as the
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Privacy Objective Privacy-Preserving Measures
Non-disclosure of
social network
accounts

• The borrower does not disclose his biographical or his social network
identity at any step during the loan request process.

• The borrower interacts with the lender only with a new, unique,
pseudonymous, and unlinked identity that is created by the borrower
on the lending platform.

Non-disclosure of the
number of friends • The borrower and the certifiers publish the value of the exact number

of friends only in encrypted form.
• The lender is only able to learn a general set that the value belongs to.

Non-disclosure of
personal information • The borrower never reveals any personal information such as email

addresses, date of birth, etc. to the lender in cleartext form.
• This information is published by the borrower and the certifiers only in

encrypted or hashed form.

Disclosure of a sub-
set of friends • The borrower appoints a subset of his friends as certifiers and discloses

this information to the lender.
• However, this disclosure does not link the borrower to his social network

account as long as the assumption that the subset is indistinguishable
enough holds true.

Table 2 Correspondence between the privacy objectives stated in Section 6.2 and the the privacy-preserving measures
that are taken to achieve them.

pseudonymous identity of its owner. Any mes-
sage that originates from the owner of the public
key pk needs to be digitally signed by the cor-
responding secret key sk. All users can verify
the authenticity of the message as originating
from the owner, since only the true owner knows
the corresponding secret key sk and thus only
they can emit a correctly signed message. Due
to the fact that in practice the public key pk
would be a large random and unique number,
nobody would be able to associate it with the
true identity of the owner. Yet only the owner
can use this identity since no other user knows
the corresponding secret key.

• Certifiers. A borrower b appoints some of his
friends from his account on the social network
account x as certifiers. These are trusted friends
who already have access to the borrower’s social
network content due to their friend status. The
certifiers will publish the information gleaned
from the borrower’s social network account in

homomorphic encrypted form. The lender or
another verifier will be able to match the infor-
mation published by the certifiers to the infor-
mation published by the borrower in order to
verify the latter’s veracity. In case of inconsis-
tency between the information published by the
certifiers, the verifier may choose to believe the
information that is certified by a certain major-
ity. The threshold of the majority can be defined
by the lender himself, for example, 50%, 75%,
or even 100%.
As stated earlier, we tolerate the disclosure of
the identities of the certifiers to the lender. How-
ever, the lender does not gain any access to the
social network content of the certifiers.
Please note that the set of certifiers could
alternatively be replaced by a single Trusted
Third Party (TTP) certifier. This TTP could be
the social network operator itself, for example,
Facebook, or it could be a certification service
provider that has been given access to the social
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network account by the borrower. However, this
alternative solution would require the existence
of such TTPs. In our proposed measures, we
do not assume the existence of this third party
infrastructure. Moreover, this alternative solu-
tion moves the platform towards centralization
of trust, which may not be desirable.

• Verifying the certifiers. We use a challenge-
response authentication protocol to verify the
certifiers. In challenge-response authentication
protocols, the verifying entity, let’s say Alice,
presents a challenge to the entity to be verified,
let’s say Bob. The challenge must be answered
by Bob with a correct response that will be
checked and validated by Alice. If the response
is correct, that is, it satisfies the challenge
that was presented, Alice is able to authenti-
cate Bob. The absence of a correct response
implies that Bob fails the authentication. The
reader may see [22] for further information on
challenge-response authentication mechanisms
and protocols.
The lender challenges the certifiers to demon-
strate that they are valid account holders on the
social network x. The lender sends a different
challenge to every certifier on the certifier’s pre-
sumed account on the social network x. Each
challenge comprises of a nonce (number used
only once) and the identity of the borrower. A
certifier must reply with the unique nonce and
a statement such as “I am indeed a certifier for
the borrower b” from his presumed social net-
work account. The ownership is verified if the
identity of the replying account, the nonce, and
the statement are correct.

• How to link the borrower’s pseudony-
mous identity with his social network
account? Let’s denote the identity of the
borrower b on the social network x as bx. The
borrower publishes the identity bx in hashed
form and links it with his borrower identity b.
The information may be published as the tuple
< borrower identity,H(social network account) >,
where H() is the cryptographic hash function.
For example, < b,H(bx) >. The borrower
then sends the tuple to his certifiers in clear
non-hashed form. For example, < b, bx >.
The certifiers already know the social network
account of the borrower due to their friend
status. The certifiers hash the social network
account identity on their own and publish

the tuple. The hashed data hides the social
network account identity of the borrower. How-
ever, the hashed data allows comparison of the
information published by the borrower and the
information published by the certifiers.
The lender can now verify the equivalence of
the information published by the borrower and
the certifiers. For example, let’s say that a cer-
tifier c published < b,H(b′x) >, then the
lender can check whether H(bx) = H(b′x).
Please note that the lender does not learn the
social network account identity of the borrower.
However, the lender gains confidence through
the certifiers that the borrower indeed owns
an account on the social network x. Moreover,
the borrower’s anonymous unique identity b for
the loan transaction is permanently linked to
his social network account bx while keeping it
anonymous as well.

• How to disclose the number of friends in
a privacy-preserving manner (in order to
enable the lender to compute AUTHx and
DISCx)? The borrower b publishes the num-
ber of his friends f in homomorphic encrypted
form, that is, Eb(f). The borrower then asks
his certifiers to publish the number of his
friends in encrypted form as well. The certi-
fiers can retrieve this information independently
since they have access to the borrower’s social
network content. Let’s say that a certifier c
observes that the number of friends is f ′. The
certifier then publishes Ec(f

′).
After publication of the number of friends in
encrypted form by the certifiers, the borrower
b and each certifier c jointly generate and pub-
lish a plaintext equality zero-knowledge proof
to demonstrate the equality of f and f ′. The
lender will verify the plaintext equality ZKP to
gain confidence that both borrower b and cer-
tifier c published the same number of friends,
that is, f = f ′, even though the lender does not
learn the value.
Moreover, the borrower b publishes a set
membership zero-knowledge proof to demon-
strate that the number of friends f belongs
to a certain set Fi that is known publicly.
These sets can be pre-defined, for example,
F0 = {0, 1, . . . , 99}, F1 = {100, 101, . . . , 999},
F2 = {1000, 1001, . . . , 9999}, F3 =
{10000, 10001, . . . , 99999}, F4 =
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{100000, 100001, . . . , 999999}, F5 =
{1000000, . . .}, etc. The lender will verify the
set membership ZKP to learn the range. Please
note that the lender will not learn the pre-
cise number of friends. The disclosure of the
range places the borrower in a k-anonymous
set of other users whose number of friends
belong to the same range. In this example,
the value of AUTHx could be calculated
as given in Equation 7, where the function
smzkp(Eb(f), F0) returns true if f ∈ F0.

AUTHx =


0 if smzkp(Eb(f), F0) = true

0.2 if smzkp(Eb(f), F1) = true

0.4 if smzkp(Eb(f), F2) = true

0.6 if smzkp(Eb(f), F3) = true

0.8 if smzkp(Eb(f), F4) = true

1 if smzkp(Eb(f), F5) = true

(7)

The above steps enable the lender to compute
AUTHx and DISCx. The lender does not learn
the value of the number of friends because it
is published in encrypted form by both the
borrower and the certifier. However, the lender
is still able to verify the validity of the value
and learn a general set that the value belongs
to. This is possible due to the properties of
the homomorphic cryptosystem that is used
and the zero-knowledge proofs published by the
borrower and the certifier in conjunction with
the encrypted values. The homomorphic cryp-
tosystem enables computation on the encrypted
values without the need for their decryption.

• How to publish name, email address,
date of birth, etc. in a privacy-preserving
manner (in order to enable the lender to
compute HONx)? The borrower b publishes
information such as his name, email address,
and date of birth in hashed form along with
tags that describe the hidden data. For exam-
ple, the information may be published as tuples
in the format < data tag,H(data value) >,
where H() is the cryptographic hash function.
Even further information, such as location,
interests, groups, etc., may also be published in
this manner. Some examples of the published
information include: < name,H(Alice) >,
< email,H(alice@alice.mail) >,
< date of birth,H(01/01/2001) >,
< location,H(Lyon) >,
< interest 01, H(Tennis) >,

< interest 02, H(Golf) >. An agreed upon
nonce may be concatenated to a value to be
hashed by the borrower and a certifier to
further protect the confidentiality of the value.
The borrower then sends the published infor-
mation in clear non-hashed form to his certi-
fiers. The certifiers are assumed to already have
access to this information due to their friend
status. The certifiers then look up the infor-
mation on their own on the borrower’s social
network account; compute the hashes of the
information that they find; and then publish the
information so that it is visible to the lender in
hashed form. The hashed data hides the data
values. However, the hashed data allows com-
parison of the information published by the
borrower and the information published by the
certifiers.
The lender can now verify their equivalence.
The lender does not need to learn the data val-
ues. The lender is interested in whether the
borrower is truthful about the information of his
social network account. He can achieve this by
verifying the equivalence. The lender is able to
compute HONx for each social network account
bx for which the borrower and his certifiers
publish the information.

6.5 Security Overview

We first discuss whether the lender is able to
compute a correct social score for the borrower
on the privacy-preserving platform, despite not
being able to learn personal and social network
information about the borrower.

The lender is still able to correctly assign a
value between 0 and 1 to AUTHx. Instead of using
the precise number of friends, which is no longer
known, the lender uses the range of friends. For
example, AUTHx could be 0 for the range F0, 0.1
for the range F1, and so on. OPENx can also still
be correctly assigned the value 0 or 1 by the lender.
This is because the lender can determine through
the certifier verification and the identity linking
processes whether the borrower is providing infor-
mation in encrypted form from his account on
the social network x. DISCx can be derived from
AUTHx and OPENx computed above.

Regarding HONx, as we discussed in the pre-
vious section, the lender can correctly assign its
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value depending on the extent to which the infor-
mation published by the borrower and his certi-
fiers matches. This can be done without the need
to learn the information itself. The other vari-
ables such as SCx, bonus, n, CONS, etc. can be
either derived from the variables discussed above
or calculated in a similar manner.

An underlying assumption for the correctness
of the social score is clearly the honesty of the
certifiers. The score may be manipulated if the
borrower and a majority of the certifiers collude
and cheat. However, as we discussed, the lender
himself can set the threshold of the majority. For
example, the lender could require that at least
75% of the certifiers provide consistent informa-
tion that validates the information provided by
the borrower. Moreover, the lender may also set
the threshold for the minimum number of partici-
pating certifiers. If these criteria are not met, the
lender may consider a borrower as untrustworthy
and reject the loan request of the borrower.

We now discuss how effectively the privacy of
the borrower is protected in the enhanced privacy-
preserving version of our lending platform.

The borrower does not disclose his biograph-
ical or his social network identity at any step
during the loan request process. The borrower
interacts with the lender only with a new, unique,
pseudonymous, and unlinked identity that is cre-
ated by the borrower on the lending platform. The
borrower appoints a subset of his friends as certi-
fiers and discloses this information to the lender.
However, this disclosure does not link the bor-
rower to his social network account as long as the
assumption that the subset is indistinguishable
enough holds true.

In the privacy-preserving version of our lend-
ing platform, the borrower also never reveals any
personal information such as the exact number of
friends, email address, date of birth, etc. to the
lender in cleartext form. This information is pub-
lished by the borrower and the certifiers only in
encrypted or hashed form. The confidentiality of
the information is maintained as long as the secu-
rity of the cryptosystem and the cryptographic
hash function is not breached.

Another obvious assumption for the privacy of
the borrower is that none of the certifiers will col-
lude with the lender to reveal his identity and his
private information. However, the probability of
a certifier acting maliciously is considered low by

the borrower since the certifiers are trusted friends
who already have access to the borrower’s infor-
mation. Moreover, in case of ambiguity regarding
the trustworthiness of a certain certifier, the bor-
rower should be able to ascertain the risk of breach
of privacy before appointing them as a certifier.

7 Evaluation

In this section, we evaluate the execution of the
social score function on the “Social circles: Face-
book” real user dataset. The objective is to deter-
mine whether the analysis of real social datasets
can help the operator set the parameters of a
platform in production.

7.1 Setup of the Test Environment

To evaluate the function itself, we use real user
data from the Stanford Network Analysis Project
(SNAP). The dataset is called “Social circles:
Facebook” [2]. To interpret the dataset and to
make calculations based on it, we work with the
Anaconda Prompt (docs.anaconda.com) and the
python environment Jupyter Notebook (jupyter-
notebook.readthedocs.io). Within jupyter note-
book, we imported the libraries pandas (pan-
das.pydata.org) and networkx (networkx.org) as
well as matplotlib (matplotlib.org).

7.2 Results and Observations

We used the 107.edges file from the SNAP
dataset [2]. It contains 53498 edges (signifying
friend relationships) and the corresponding nodes.
The dataset is anonymized. As discussed earlier,
the number of friends influences the authenticity
of a person. Evaluating the data shows that more
than a third of all users have more than 50 friends
and therefore have a chance to get the best social
score if we set the threshold to this value. On
the other hand, there are also almost 15% users
who do not have more than ten friends and con-
sequently get the worst result in this category.
The results are shown in figure 3. In our evalu-
ation, we only differentiate between three steps
concerning the number of friends: 10, 30 and 50.
Since more than a third of the users have enough
Facebook friends to get the best result possible in
the “amount of friends” category, we evaluate if a
higher limit would be more suitable. For testing
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Fig. 3 The biggest part has more than 50 Facebook
friends and gets the best result in this category.

reasons we will adapt these limits. We will start
with 200 and then go down to 150, 100 and lastly
to 50. The amount of users tested in this experi-
ment is 1034. When we set the threshold to 200,
which means that the user needs more than 200
Facebook friends to get the best result in this cat-
egory, only 12 of the 1034 users qualify for the
best result. Subsequently, we obtain the result of
50 users qualified for a threshold of 150, 163 users
for a threshold of 100, and finally 389 users for a
threshold of 50. The results of this last experiment
are plotted in the figure 4. In this experiment, we
see that by analyzing real datasets, we can set the
thresholds for the platform in order to correspond
to the desired rate of users who should qualify.
The number of friends is only a small part of the
final social score. Other factors include the number
of accounts connected, number of pictures posted,
account creation date, the bonus for connecting 5
accounts, etc. These factors could not be consid-
ered in this experiment due to the absence of this
information in the dataset.

8 Conclusion

In this paper, we have presented a new approach
to calculate the users’ trustworthiness on peer-to-
peer lending platforms. This approach is neither
collateral nor credit score based. The formula that
we use to calculate a user’s social score relies
on the social capital theory and consequently the
information retrieved from the user’s social net-
work accounts. It considers how well connected

Fig. 4 The x-axis shows the users and the y-axis shows
how many Facebook friends each of these users has. 389
out of 1034 users exceed the threshold of 50.

a user is, since connections may help the user
achieve professional and personal success. The
social score is implemented in a smart contract
running on the Ethereum blockchain. The whole
lending process is automated and does not need
any input from a middleman.

The presented approach offers a new method
to verify users’ trustworthiness regarding lending,
where even users with a non-sufficient credit score
and no valuable assets as collateral could get a
chance on a loan. We quantified the amount of
gas that is consumed by the deployment of the
smart contract. Moreover, we also evaluated the
execution of the function on a real social net-
work dataset. This experiment demonstrated how
we can use analysis of social network data to
determine optimal thresholds for a platform in
production.

Furthermore, we presented an enhanced ver-
sion of our lending platform that takes privacy
considerations into account. The proposed mea-
sures, based on cryptographic building blocks such
as zero-knowledge proofs and cryptographic hash
functions, enable the platform to preserve the bor-
rower’s privacy. We observe that the lender is still
able to compute the borrower’s social score despite
being unable to learn any personal information or
even the identity of the borrower.
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